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The Digital Operational Resilience Act (DORA) is a regulation
enacted by the European Union (EU) to ensure that financial
institutions and their Information and Communication Technology
(ICT) service providers can effectively manage, withstand, and
recover from digital disruptions, cyber threats, and ICT-related
incidents. As part of the EU’s Digital Finance Package, DORA seeks
to create a uniform and resilient financial landscape across all
member states.

Key Objectives of DORA

DORA introduces a harmonised framework that standardises
digital operational resilience requirements for financial entities. The
regulation aims to:

Strengthen ICT risk management by enforcing strong security
controls and policies.

Improve incident classification, reporting, and response
mechanisms.

Enhance oversight and accountability for ICT third-party
service providers, including cloud computing firms and
software suppliers.

Implement comprehensive digital resilience testing, including
penetration tests and threat-led simulations.

Facilitate information sharing between financial entities on
emerging cyber threats and vulnerabilities.

Reduce fragmentation of national ICT risk management rules,

encouraging a more integrated EU financial sector.


https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R2554
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0 ICT Risk Management

Firms must establish and maintain an ICT risk management framework that
ensures operational resilience. This includes:

e Conducting regular risk assessments to identify vulnerabilities.

» Implementing secure-by-design ICT systems and cyber hygiene practices.
e Establishing business continuity and disaster recovery plans.

e Ensuring top management actively oversees ICT risk governance.

o ICT Incident Reporting

Financial institutions must adhere to standardised incident classification and
reporting procedures. This involves:

e Early detection and recording of ICT-related incidents.
e Mandatory reporting of significant ICT incidents to regulators within
defined timelines.

e Implementing a lessons-learned approach to enhance future resilience.

e Digital Resilience Testing

DORA requires firms to perform regular and expert testing to evaluate their
cyber defences. This includes:

e Annual testing of ICT security controls.
e Threat-led penetration testing (TLPT) to simulate real-world cyberattacks.

e Ensuring that critical ICT third-party providers also undergo resilience

evaluations.
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o ICT Third-Party Risk Management

To mitigate risks resulting from outsourced ICT services, DORA establishes
stricter oversight on third-party providers. Key provisions include:

e Contractual obligations ensuring compliance with DORA’'s security

standards.
e Continuous monitoring of third-party service providers.
e Allowing financial regulators to impose corrective measures on ICT

providers that constitute risks to financial stability.

e Information Sharing & Cooperation

Financial institutions are encouraged to share cyber threat intelligence to
enhance collective resilience. DORA promotes:

e Secure collaboration between firms, regulators, and stakeholders.

e Establishment of cyber threat intelligence platforms.

e Strengthening industry-wide defences against evolving cyber threats.

DORA Implementation Timeline & Compliance

November 16 January
2022 2025
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Formal adoption DORA
of DORA enters
by the EU into force

In fact, at this point all companies in scope should be compliant with
the regulation. Firms that fail to comply may risk significant fines,
regulatory action, and reputational damage.
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A single ICT disruption can trigger systemic
financial instability, affecting millions of
customers and businesses. Strengthening
operational resilience enhances consumer
protection, trust in financial services, and
market stability.

EU-wide standardisation under DORA
ensures that financial institutions across all
member states operate with the same level
of security and preparedness.
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Who must comply with DORA?

DORA has a broad scope, impacting a wide range of financial
entities, including:

Banks and credit institutions

Insurance and reinsurance companies

Investment firms and securities trading platforms

Crypto-asset service providers

Payment institutions and electronic money institutions

Pension funds

Central counterparties and clearing houses

Credit rating agencies

ICT third-party service providers (cloud computing firms, data

analytics providers, and software developers)

Concluding Thoughts

DORA is a landmark regulatory framework designed to future-proof
the EU financial sector against cyber risks and ICT disruptions. By
enforcing bullet-proof security controls, proactive risk
management, and continuous resilience testing, DORA ensures
that financial entities remain secure, adaptive, and resilient in an
increasingly digital world.

With its strict oversight on ICT service providers, mandatory
incident reporting, and cross-border cooperation mechanisms,
DORA is set to transform Europe's financial landscape into one
cyber-resilient ecosystem. Financial entities must act now to
ensure compliance to avoid regulatory penalties and safeguard
their operations against the ever-evolving digital threat landscape.

Contact us by email on sales@kyte.global for further DORA

compliance insights and to understand how Kyte Global
an help you obtain DORA compliance.
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